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Anatomy of a kerberos principal

host/samba.grep.be@GREP.BE

@ host: primary

#NixSys

Wouter Verhelst Single sign-on with Kerberos and LDAP



Anatomy of a kerberos principal

host/samba.grep.be@GREP.BE
@ host: primary

@ samba.grep.be: instance

Wouter Verhelst Single sign-on with Kerberos and LDAP



Anatomy of a kerberos principal

host/samba.grep.be@GREP.BE
@ host: primary
@ samba.grep.be: instance
o GREP.BE: realm

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



Anatomy of a kerberos principal

host/samba.grep.be@GREP.BE
@ host: primary
@ samba.grep.be: instance
o GREP.BE: realm

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



Network pickyness

Kerberos has certain requirements...

@ no clock skew (use ntp)

Wouter Verhelst Single sign-on with Kerberos and LDAP



Network pickyness

Kerberos has certain requirements...
@ no clock skew (use ntp)

o reverse lookups must make sense for servers

Wouter Verhelst Single sign-on with Kerberos and LDAP



Network pickyness

Kerberos has certain requirements...
@ no clock skew (use ntp)
o reverse lookups must make sense for servers

@ optionally, announce realm and kdc's through DNS (reduces
setup on clients).

Wouter Verhelst Single sign-on with Kerberos and LDAP



Network pickyness

Kerberos has certain requirements...
@ no clock skew (use ntp)
o reverse lookups must make sense for servers

@ optionally, announce realm and kdc's through DNS (reduces
setup on clients).

Wouter Verhelst Single sign-on with Kerberos and LDAP



DNS example

o kerberos.grep.be. 86400 IN TXT "GREP.BE"

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



DNS example

o kerberos.grep.be. 86400 IN TXT "GREP.BE"

o kerberos. udp.grep.be. 86400 IN SRV 0 0 88
samba.grep.be.

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



DNS example

o kerberos.grep.be. 86400 IN TXT "GREP.BE"

o kerberos. udp.grep.be. 86400 IN SRV 0 0 88
samba.grep.be.

o kerberos-adm. tcp.grep.be. 86400 IN SRV 0 0 749
samba.grep.be.

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



DNS example

o kerberos.grep.be. 86400 IN TXT "GREP.BE"

o kerberos. udp.grep.be. 86400 IN SRV 0 0 88
samba.grep.be.

o kerberos-adm. tcp.grep.be. 86400 IN SRV 0 0 749
samba.grep.be.

e kpasswd.grep.be. 86400 IN SRV 0 0 464 samba.grep.be.

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



DNS example

o kerberos.grep.be. 86400 IN TXT "GREP.BE"

o kerberos. udp.grep.be. 86400 IN SRV 0 0 88
samba.grep.be.

o kerberos-adm. tcp.grep.be. 86400 IN SRV 0 0 749
samba.grep.be.

e kpasswd.grep.be. 86400 IN SRV 0 0 464 samba.grep.be.

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

@ Debian packages: krb5-admin-server, krb5-kdc

Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

@ Debian packages: krb5-admin-server, krb5-kdc
e RedHat: krb5-server

#NixSys

Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

@ Debian packages: krb5-admin-server, krb5-kdc
e RedHat: krb5-server
@ kdb5 util create

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

@ Debian packages: krb5-admin-server, krb5-kdc
e RedHat: krb5-server

o kdb5 util create (or: krb5 newrealm)

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

Debian packages: krb5-admin-server, krb5-kdc
RedHat: krb5-server
kdb5 _util create (or: krb5 newrealm)

kadmin.local: addprinc user/admin

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

Debian packages: krb5-admin-server, krb5-kdc
RedHat: krb5-server
kdb5 _util create (or: krb5 newrealm)

kadmin.local: addprinc user/admin

Start kadmin and kdc services

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

Debian packages: krb5-admin-server, krb5-kdc
RedHat: krbb-server

kdb5 _util create (or: krb5 newrealm)
kadmin.local: addprinc user/admin

Start kadmin and kdc services

use kadmin (with newly created admin user) to add more
principals

TNl
#NixSys
Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

Debian packages: krb5-admin-server, krb5-kdc
RedHat: krbb-server

kdb5 _util create (or: krb5 newrealm)
kadmin.local: addprinc user/admin

Start kadmin and kdc services

use kadmin (with newly created admin user) to add more
principals

Congratulations! You have a realm!

#NixSys

Wouter Verhelst Single sign-on with Kerberos and LDAP



Setting up a kerberos realm

Debian packages: krb5-admin-server, krb5-kdc
RedHat: krbb-server

kdb5 _util create (or: krb5 newrealm)
kadmin.local: addprinc user/admin

Start kadmin and kdc services

use kadmin (with newly created admin user) to add more
principals

Congratulations! You have a realm!

#NixSys

Wouter Verhelst Single sign-on with Kerberos and LDAP



Using the kerberos realm
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And. ..

@ GSSAPI: "GSSAPI is just a funny name for Kerberos v5" —
Peter Palfrader
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